CYBER SECURITY

Sr.No. | Topic Nos. of Hours
1. INTRODUCTION TO CYBER SPACE 01
= What is Cyberspace = Cyber Laws and Cyber

Definition? Security
=>» Cyberspace History =>» Cyber Laws
=» Cyberspace
2. HISTORY OF INTERNET 01
= Internet Addresses =>» Internet Infrastructure
= DNS = World Wide Web
3. INTRODUCTION TO CYBER CRIME 04
=>» Classification of Cyber V) Cyber Terrorism
Crimes vi) Phishing
=>» Reasons for Commission of vii) Computer Vandalism
Cyber Crimes viii) Computer Hacking
= Malware and its type ix) Creating and
i) Adware distributing viruses
i) Spyware over internet
iii) Browser hijacking X) Spamming
software xi) Cross Site Scripting
iv) Virus xii) Online Auction Fraud
V) Worms Xiii) Cyber Squatting
vi) Trojan Horse Xiv) Web Jacking
vii) Scareware Xv) Internet Time Thefts
=>» Kinds of cyber crime Xvi) Denial of Service
i) Cyber Stalking Attack
ii) Child Pornography xvii)  Salami Attack
iii) Forgery and xviii)  Data Diddling
Counterfeiting Xix) Email Spoofing
iv) Software Piracy and
Crime related to IPRs
4, What is Information Security? 02
=>» Confidentiality
= Integrity
=> Availability
5. Computer Ethics and Security =» Unethical computing 03
Policies practices
=>» What does the word ‘ethics’ i) Cyberbullying
mean? _ i) Phishing
-> Advantages of using the iii) Hacking
Internet IV)  Spamming
=>» Disadvantages of using the o
internet V) Plagiarism
= Ten commandments of
computer ethics
Internet Security
=>» General steps to protect our
system from risks
6. Choosing the Best Browser according to the requirement and email security 02

=>» Guidelines to choose web browsers

=>» Securing web browser




=> Antivirus
= Email security

7. Guidelines for secure password and 02
wi-fi security
=>» Guidelines for setting up a =>» Password Manager
Secure password = Wi-Fi Security
=>» Two-step’s authentication
8. Guidelines for social media and basic =» Basic Security for Windows 02
Windows security =» User Account Password
=» Guidelines for social media =>» Tips and best practices for
security safer Social Networking
9. Smartphone security guidelines =» Android Security 02
=>» Introduction to mobile =>» 10S Security
phones
=>» Smartphone Security
10. Cyber Security Initiatives in India =>» Cyber Security Incident 02
=>» Counter Cyber Security Handling
Initiatives in India =>» Cyber Security Assurance
=>» Cyber Security Exercise
11. Online Banking, Credit Card and UPI =>» Security of Debit and Credit 02
Security Card
=>» Online Banking Security =>» UPI Security
=>» Mobile Banking Security
12. Micro ATM, e-wallet and POS Security 01
=>» Security of Micro ATMs
=> e-wallet Security Guidelines
=>» Security Guidelines for Point of Sales(POS)
13. Social Engineering = How Cyber Criminal Works 01
=>» Social Engineering = How to prevent for being a
= Types of Social Engineering victim of Cyber Crime
14. Cyber Security Threat Landscape and =>» Cyber Security Techniques 02
Techniques = Firewall
= Cyber Security Threat = Emerging Cyber Security
Landscape Threats
15. IT Security Act and Misc. Topics =>» Digital Infrastructure Security 02
= T Act = Defensive Programming
= Hackers-Attacker-
Countermeasures
= Web Application Security
16. Information Destroying and Recovery Tools 01

=>» Recovering from Information Loss

=>» Destroying Sensitive Information

Reference and Books :
1) Cryptography and Network Security - Atul Kahate
2) Computer Networks , Fifth Edition- Andrew S. Tanenbaum
3) Cyber Security: Law and Guidance (Bloomsbury Professional) Paperback —by Helen Wong
Introduction to Cyber Security available at http://uou.ac.in/foundation-course

4)



https://www.amazon.in/s/ref=dp_byline_sr_book_1?ie=UTF8&field-author=Helen+Wong+MBE&search-alias=stripbooks
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